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There are many arbitrary precision arithmetic packages available, primarily for scientific computing.
However, arbitrary precision arithmetic can solve the problem of integer type range errors resulting from
alack of precision in the representation.

Development Context

Integer operations

Technology Context
C, C++, IA-32, Win32, UNIX

Attacks

Attacker executes arbitrary code on machine with permissions of compromised process or changes the
behavior of the program.

Risk

Integersin C and C++ are susceptible to overflow, sign, and truncation errors that can lead to exploitable
vulnerabilities.

Description

There are many arbitrary precision arithmetic packages available, primarily for scientific computing.
However, arbitrary precision arithmetic can solve the problem of integer type range errors resulting from
alack of precision in the representation. The Object-Oriented Numerics Page™ is a good source of
information on arbitrary precision arithmetic.

GNU Multiple Precision Arithmetic Library (GMP)

GMP isaportable library written in C for arbitrary precision arithmetic on integers, rational numbers,
and floating-point numbers. It was designed to provide the fastest possible arithmetic for applications
that require higher precision than what is directly supported by the basic C types.

GMP emphasizes speed over smplicity or elegance. It uses sophisticated algorithms, full words as the
basic arithmetic type, and carefully optimized assembly code.
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The GNU multiple precision library islicensed under the Lesser General Public License version 2.1 that
accompanies the source code (see “ COPYING.LIB").

Java Biginteger

Newer versions of the Java JDK contain a Biglnteger class in the java.math package. It provides
arbitrary-precision integers, aswell as analogsto all of Java s primitive integer operators.
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